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Abstract—A company’s software is often developed across
many repositories, with large companies utilizing tens or
hundreds of thousands of Git repositories. The current ap-
proach to enforcing security policies across these repositories
(such as multi-factor authentication, secret scanning, and
branch protection) is to use grouping constructs provided by
forges like GitHub, GitLab, and Bitbucket. However, these
solutions impose a policy management burden, resulting in
misconfigured, inconsistent, and outdated security policies
across different repositories and groups.

We introduce SourceFabric, an open source system that
enables consistent and updated policies across a company’s
myriad repositories through scalable and secure cross-
repository policy reuse. SourceFabric modularizes security
policies, allowing companies to define flexible security poli-
cies that can be reused by appropriate company repositories.
In doing so, SourceFabric meets specific design and security
requirements. First, SourceFabric ensures that a repository’s
effective security policy is complete and sound, i.e., all
required policies are applied and no extraneous policies
are applied. This is necessary to prevent a repository’s
policy from being overly restrictive or overly permissive.
Second, SourceFabric ensures that the parties responsible
for managing the reused security policies can update them
as needed, without being constrained by factors such as
the number of repositories reusing the policy or other
policies reused alongside the updated policy. SourceFabric
also automatically updates a repository’s reused policies to
ensure they do not grow stale. Finally, SourceFabric enables
verifiability and auditability of reused policies, preventing
attacks such as policy equivocation and untrusted policy
issuers.

SourceFabric was created by a team of academic and
industry practitioners to address an acute, real-world policy
management need. SourceFabric has been upstreamed into
production within the popular OpenSSF project, gittuf, and
is being piloted at Bloomberg.

1. Introduction

Modern software is not developed in a vacuum. Com-
panies typically separate the software they produce into
many thousands of distinct source repositories [1]-[9]
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(e.g., to delegate development of individual components
of a software system to distinct teams [10]), often us-
ing Git [ 1], today’s most popular version control sys-
tem [12]. To mitigate software supply chain attacks that
target source code development [13]-[19], companies ap-
ply security policies to their Git repositories, typically
using the security mechanisms provided by centralized
forge software (e.g., GitHub [20], GitLab [21], and Bit-
bucket [22]), or using distributed repository security sys-
tems like gittuf [23], [24]. These security policies, which
protect the integrity of a repository and enforce devel-
opment procedures, are based on regulations [25], [26],
standards [27], industry best practices [28], [29], and
internal company requirements.

Companies often have guidance that should apply
to their repositories (e.g., the use of multifactor au-
thentication), but enabling and tracking these require-
ments separately across thousands of individual reposito-
ries is burdensome and error-prone. To reduce the burden
of policy management, forges implement constructs for
grouping repositories that share the same owners (e.g.,
GitHub organizations [30], GitLab groups [3 1], Bitbucket
workspaces [32]), which we call repository groups. The
owners of each distinct repository group are trusted to
configure the expected policy for all contained repositories
and update the policy when necessary. The forge enforces
the policy for all repositories within the group.

Although this approach leads to a linear decrease in
complexity, it is not a true solution to the problem. Large
companies may still have thousands of groups and those
repositories may need to apply a wide array of security
policies. For example, a project written by the payments
processing team may need to comply with the Payment
Card Industry Data Security Standard (PCI DSS) [25],
while a project written by the infrastructure team may
need to comply with the National Institute of Standards
and Technology (NIST) Secure Software Development
Framework (SSDF) [27]. If these projects are used by
residents of the EU, they also need to comply with the
new Cyber Resilience Act (CRA) [26]. And this is all
without considering any policy differences due to different
programming languages, teams of developers, maturity
models, security policy differences from acquired com-
panies, etc., which are common in large companies. This



means that a large company may have many thousands of
repository groups, many of which are meant to be over-
lapping subsets of each other’s policies. Configuring these
policies correctly and consistently across all repositories
in a company becomes a Herculean task, leading to fre-
quent errors [33]-[36]. These errors have, in some cases,
resulted in data breaches and financial penalties [37], [38].

To address these issues, we present SourceFabric,
a system that enables consistent, scalable, and secure
cross-repository policy enforcement and reuse. Source-
Fabric treats a repository’s effective security policy as
a composition of one or more independently managed
security policies. This makes Git repository security poli-
cies modular as each set of security requirements (e.g.,
baseline company policy, regulatory compliance, open
source standards, etc.) can be represented by a distinct
policy that can be reused by any number of repositories.
SourceFabric is agnostic of the underlying policies it
orchestrates, instead supporting the types of policies (e.g.,
fine-grained or high-level) that the underlying repository
security system supports (in this paper, we use gittuf).

Notably, SourceFabric does not restrict the reused
security policies in a repository to coming from only
one upstream policy issuer (i.e., analogous to limiting
a repository belonging to a single repository group, as
forges do today). Instead, a repository can reuse security
policies from an arbitrary number of sources, even transi-
tively; indeed, to our knowledge, SourceFabric is the only
system in existence today with this capability. Thus, in
practice, each repository reuses existing security policies
rather than defining its own complete security policy from
scratch, making Git repository security policy manage-
ment tractable even at enterprise scale. SourceFabric shifts
the responsibility of repository security policy manage-
ment away from the many administrators of individual
repositories (or repository groups) to the few entities
that define the security requirements in the first place,
requiring only a one-time setup procedure per repository
to enable and correctly configure SourceFabric.

SourceFabric fulfills three requirements for securely
applying reusable Git repository security policies at en-
terprise scale. First, in composing a repository’s effective
security policy from multiple other policies, SourceFabric
ensures completeness and soundness. These properties
ensure that all security policies that must be applied to
a repository are applied, and no extraneous policies are
applied. In turn, this ensures that the repository’s effective
security policy is neither overly permissive nor overly
restrictive.

Second, SourceFabric ensures agility and freshness in
how security policies are updated to ensure a repository’s
effective security policy does not become stale. Security
requirements, and thus policies, are regularly updated to
account for emerging threats. SourceFabric’s agility em-
powers the entities that create security policies to update
them as needed, without being constrained by factors
such as the number of repositories where the policies are
applied and conflicts with other policies applied alongside
them. Freshness ensures that any security policy applied
in a repository is the latest version, and that updates are
applied in a reasonable time frame. To do so, SourceFabric
tracks the source of each reused policy for a repository
and automatically updates the policy when it is modified

by its issuer.

Third, SourceFabric ensures verifiability and au-
ditability to prevent tampering with a repository’s effective
security policy. SourceFabric establishes trust in each
reused policy using cryptographic signatures, ensuring a
policy is only reused when it is issued by a trusted party.
SourceFabric also allows any party to inspect the evolution
of each component policy.

To summarize, our contributions are as follows:

— A characterization of the challenges involved in applying
security policies at scale across thousands of Git reposi-
tories, based on our collaboration with a large enterprise
that manages hundreds of thousands of repositories.

— SourceFabric, a novel system that enables enforcement
of repository security policies at scale via flexible and
secure cross-repository policy reuse. SourceFabric modu-
larizes repository security policies and treats a repository’s
effective security policy as a composition of one or more
other, independently managed security policies. Source-
Fabric is the only system that allows a repository to reuse
security policies from an arbitrary number of sources.

— A set of system security requirements for SourceFabric,
completeness and soundness, agility and freshness, veri-
fiability and auditability. We describe the impact of not
meeting these requirements, and show how SourceFabric
meets these requirements.

— An implementation of SourceFabric that has been up-
streamed into gittuf, the open source Git repository se-
curity system that is an OpenSSF [39] project, and is
now part of a pilot at Bloomberg. SourceFabric incurs
negligible overhead, adding only ~42KB of data and a
few milliseconds of verification time on top of gittuf.
Roadmap. In the rest of this paper, we describe the
aspects of Git that are relevant to SourceFabric, source
code contribution policies, the existing mechanisms pro-
vided by forges to apply policies across repositories at
large scale, as well as their limitations (Section 2). We
then discuss the problem statement SourceFabric is meant
to address, our assumptions, SourceFabric’s participants,
and the system security requirements we considered for
SourceFabric (Section 3). We proceed to SourceFabric’s
design (Section 4), followed by an analysis of Source-
Fabric’s properties (Section 5) and the performance eval-
uation of SourceFabric’s implementation (Section 6). We
end with a discussion of SourceFabric and its limitations
(Section 7), related work (Section 8), and our conclusions
(Section 9).

2. Background

Before we describe SourceFabric, we provide some
background about Git and source code contribution secu-
rity policies. We also briefly describe current solutions for
applying Git repository security policies at scale, and the
gittuf security system, which this work utilizes.

2.1. Git

Git [11] is a distributed version control system that
tracks the evolution of a project’s source in a “repository”.
The contents of a repository are tracked in a content-
addressed store [40] using SHA-1 or SHA-256 identifiers,



depending on the configuration of the repository. A Git
revision such as a commit or a tag represents the state
of the repository at some point in time. In addition to
revisions, Git supports named pointers called references.
A reference has a human-friendly name and points to a
Git object (such as a commit).

Most commonly, Git references are used as branches,
which are used to track different lines of development. At
any given point in time, the commit that a branch points
to is known as the “tip of the branch” and represents
the latest state of development in that branch. When a
change is made to a branch, a new commit is created that
describes the change and contains the representation of
the repository’s files with the change applied. Then, the
branch is updated to point to the new commit.

Git also supports custom references, which are fre-
quently used by Git-based systems [23], [41]-[45] to
store additional information within a Git repository, thus
leveraging the change tracking and versioning features of
the Git object store.

Although Git is a distributed version control system,
collaborative software development requires a centralized
location where developers can synchronize their changes.
Thus, the typical development workflow has a primary
or canonical copy of the repository that acts as the syn-
chronization point. This can be a simple, standalone Git
repository or a forge.

2.2. Securing Source Code Contributions

Security policies for source code contribution are rules
designed to protect the integrity of the software devel-
opment process. These rules can take many forms. For
example, companies often use access controls to limit
who can modify a project and set requirements for code
reviews. Many best practice guides [28], [29] and regu-
latory standards [25], [27] recommend that every change
be approved by at least two trusted developers.

Similarly, many companies use workflow control rules
to enforce consistent development practices. These poli-
cies ensure that developers follow established procedures.
For example, some companies require a repository’s devel-
opment history to remain continuous, also a recommenda-
tion in best practice guides [28], [29]. This conflicts with
Git features that allow rewriting history. As a result, it is
common to prohibit actions such as Git rebase and force
pushes that would break this continuity. Some other com-
mon workflow controls require code quality checks [46],
like linters and tests, to pass before changes are accepted.

2.3. Applying Security Policies at Scale

Forges like GitHub, GitLab, and Bitbucket provide the
ability to group repositories with shared ownership [30]-
[32]. Group owners can configure a single security policy
that applies uniformly to all repositories within the group,
simplifying policy management for repository owners and
reducing the risk of inconsistencies between repositories
in the same group. Unfortunately, forge grouping con-
structs do not solve the problem of inconsistent policies
across a company, resulting in several issues.

First, manual policy configuration in every group can
lead to inconsistent but compliant policies across different

groups. This complicates verifying a repository’s security
posture as the verifier, like a company’s security team,
must reason about the correctness of each distinct policy.

Even worse, manual configuration of group policy
can lead to misconfigurations due to human error, a fre-
quent problem encountered in security systems [33]—-[36].
The people responsible for configuring a group’s security
policy—the administrators—are different from those who
define the company’s security requirements, i.e., the se-
curity team and compliance officers. Thus, group owners
may misinterpret requirements communicated to them by
the security team and apply incorrect policies. Such mis-
configurations can undermine the security of the affected
repositories, putting them at risk of software supply chain
attacks.

Finally, manual configuration at every group can lead
to the irregular application of policy updates, where some
groups are overlooked and left underprotected. This is
another instance of misconfiguration due to human er-
ror. However, in this case, it is a consequence of the
company’s scale rather than misinterpretation of security
requirements.

2.4. gittuf

gittuf [23], [24] is a forge-agnostic, decentralized
repository security system. It stores security policy as
signed metadata (configured by the repository’s adminis-
trators) in a custom Git reference in the repository. gittuf
tracks repository activity in an append-only “reference
state log” (RSL) [47], also stored in the repository in a
custom Git reference. Each entry in the RSL is signed by
the party making the repository change.

The repository administrators and other developers
trusted to set security policy do so by invoking a gittuf
client on the local copy of the repository. After the client
is installed and configured on a repository, it automatically
records repository activity in the RSL. Subsequently, all
parties working on the repository enforce the policy using
their gittuf client operating over their local copy of the
repository. Specifically, the gittuf client enforces the se-
curity policy stored in the repository over events recorded
in the RSL. If the client identifies a policy violation, it
can correct the affected Git reference and files. Thus, as
every developer independently enforces the repository’s
security policy, a single honest developer is sufficient to
detect policy violations.

Crucially, however, gittuf operates within the bound-
aries of a single repository. Every repository’s policy
must be configured independently. This means that gittuf
does not solve the problem of misconfigured, stale, or
inconsistent policies across a large number of repositories.
It is a formidable challenge to extend the guarantees pro-
vided by gittuf in a single repository to a large collection
of repositories, while fulfilling an additional rich set of
security requirements (completeness, soundness, agility,
freshness, verifiability, auditability) and also dealing with
the complexities of scale and network issues, such as
delays and outages.



3. System Overview

In this section, we describe the problem SourceFabric
addresses, as well as the assumptions, concepts, and par-
ticipants necessary to describe SourceFabric’s design. In
addition, we outline the system requirements that guided
SourceFabric’s design.

3.1. Problem Statement

Our setting is any large company that has a sizeable
surface area for policy management. First, such a company
may have tens or hundreds of thousands of Git repositories
for which security policies must be defined and kept up-
to-date. Second, a repository in such a setting is subject to
a myriad of security requirements. For instance, all repos-
itories may be subject to the company’s baseline security
policies as well as open source best practices standards
such as SLSA [28] or the OpenSSF Security Baseline [48].
In addition, a subset of repositories may be subject to ad-
ditional requirements due to the product they provide (e.g.,
payments processing repositories subject to PCI DSS [25],
infrastructure code subject to NIST SSDF [27]), the way
they are developed (e.g., programming language specific
policies), or jurisdictional reasons (e.g., software intended
for the European Union must abide by the CRA [26]).
Third, such a company frequently has legally independent
organizations (e.g., subsidiaries, acquisitions), and this can
both further complicate how policies are managed across
these boundaries, and add more security requirements.

In such a large-scale operational setting, the current
options provided by forges for policy management, dis-
cussed in Section 2.3, have shortcomings that impact the
security posture of the company’s repositories. By default,
a comprehensive security policy that handles all applicable
security requirements must be defined for every repository.
When security requirements change, the policy for every
repository must be independently updated. Intuitively, this
approach to policy management leads to security poli-
cies that are misconfigured, stale, and inconsistent across
repositories. To mitigate this, forges provide grouping con-
structs. Grouping constructs reduce the number of places
policies must be managed, but only linearly; in the setting
we consider, there continue to be thousands of places (i.e.,
groups) where policies must be independently managed,
meaning the aforementioned threats remain.

A misconfigured or stale policy can lead to a repos-
itory having an effective security policy that is either
overly permissive (i.e., a change that should have been
blocked is allowed) or overly restrictive (i.e., a change
that should have been allowed is blocked). Inconsistencies
across repositories, especially when one depends on an-
other, can enable a malicious actor to target the repository
with the weaker security policy (i.e., the “weakest link™).
Such an attacker can corrupt the final product that the
repositories are for, including those components from
other repositories with appropriate policies.

In summary, the problem SourceFabric addresses is
that of managing and applying Git repository security
policies in a setting with a complex organizational struc-
ture, a large number of repositories, and varied security
requirements that must be met. In addressing this gap,

SourceFabric aims to mitigate the threats posed by mis-
configured, stale, or inconsistent security policies being
applied across the company’s repositories.

3.2. Assumptions & Participants

SourceFabric addresses the problem of managing and
applying Git repository security policies described in
Section 3.1 by providing a framework for flexible, se-
cure, cross-repository policy reuse. SourceFabric treats
a repository’s effective security policy as a composition
of one or more other security policies that are managed
independently. This makes policy management tractable,
as it enables each repository to reuse existing security
policies authored and maintained by other parties, rather
than requiring the repository to define and continually
maintain its own security policy from scratch. We now
outline the assumptions that underpin SourceFabric.

— Git stores data and ensures data integrity.

—The open source, forge-agnostic Git repository security
system gittuf [23], [24] enforces a repository’s security
policies, handles key distribution, rotation, revocation,
tying of keys to different actors, and prevents “metadata
manipulation attacks” [47].

— Cryptographic algorithms are secure, using standard
cryptographic assumptions.

As SourceFabric is intended to enable retrieval and
application of multiple gittuf policies, we define the fol-
lowing concepts in SourceFabric.

—A local policy is a gittuf security policy (Section 2.4)
that is configured for a repository. This represents a repos-
itory’s policy in a gittuf-enabled repository.

— A reusable policy is a gittuf security policy that is
distributed for use by other parties (not unlike open source
software). Reusable policies may be intended both only
for internal use within a company, or by any party.

In addition, SourceFabric considers the following par-

ticipants.
Security Framework Publishers are trusted entities that
author publicly-available specifications and frameworks
that describe requirements for reducing particular soft-
ware supply chain risks. The individuals authoring these
security frameworks are subject-matter experts with a firm
understanding of source code and repository management
risks.

In SourceFabric, security framework publishers can
represent governmental organizations (e.g., NIST [49]),
standards bodies (e.g., IETF [50]) or cross-industry
organizations such as open source foundations (e.g.,
OpenSSF [39], CNCF [51], OWASP [52]). For instance,
the NIST Secure Software Development Framework [27]
specifies practices for protecting source code from unau-
thorized access and tampering. Depending on a secu-
rity framework publisher’s scope, their specifications may
form part of regulatory requirements.

Companies are trusted entities that develop and maintain
software across thousands of Git repositories hosted on
forges. In SourceFabric, companies include commercial
or governmental entities as well as open source organi-
zations,! which commonly operate like enterprises in the

1. We use “companies” instead of “organizations” to avoid confusion
with the GitHub organization [30] grouping construct.



way they apply security policies during software devel-
opment. We assume each company has reputational and
economic incentives to adhere to the published security
frameworks that address supply chain security risks ap-
plicable to the company’s processes and resources.
Security experts within the company are typically
responsible for determining the specific regulations, stan-
dards and best practices that enable the company to meet
its compliance requirements. Based on the selected secu-
rity frameworks, these experts may then choose security
policies for source code contributions to apply to the
company’s repositories, i.e., the set of security-related
configurations that software repositories must implement
to be in compliance.
Policy Issuers are entities that author and maintain
reusable gittuf policies in Git repositories they control.
We assume that security framework publishers, software
companies, forges, and other independent parties may act
as policy issuers. Further, we assume the company can
out-of-band establish trust in a policy issuer. This may be
because the issuer is another stakeholder within the com-
pany (e.g., the security team) or based on reputational or
contractual reasons (e.g., regulators, security foundations).
In the case of companies, the security experts may
determine that they cannot reuse an existing, publicly
available policy, and therefore issue a reusable policy
themselves. Any policies they issue may reveal propri-
etary or privacy-sensitive information about a company’s
software development processes or individual employees.
Thus, companies may opt to keep the reusable policies
they maintain internal and not make them available for
reuse outside the company.
Repository Administrators oversee development in the
repository and are authorized to configure the repository’s
local and reused policies. A repository’s administrators are
determined by the company. Thus, we expect that repos-
itory administrators faithfully implement the company’s
compliance requirements.
Developers are individuals that contribute changes to a
repository. They are neither trusted to configure a reposi-
tory’s security policy nor the policies to reuse.

3.3. System Security Requirements

As SourceFabric is reponsible for applying the config-
ured security policies to a repository, we derive the follow-
ing system requirements that SourceFabric must meet to
ensure a repository’s security posture meets the company’s
expectations and that SourceFabric itself does not become
an attack vector that can weaken a repository’s security
posture. We explain in each instance why the requirement
is vital to SourceFabric’s purpose, and the undesirable
consequences on the repository’s security posture if the
requirement is not met.

Completeness and Soundness. Completeness necessi-
tates that all policies that are required to be applied
to a repository are indeed applied by SourceFabric, and
soundness requires that no extraneous policies are applied
to the repository. Without completeness and soundness,
a repository will have an effective security policy that
is overly permissive, overly restrictive, or both. In other
words, a change that would have been blocked by a
policy that was missed (i.e., no completeness) may be

allowed, and a change that would have been allowed may
be prevented (i.e., no soundness). Crucially, the lack of
these properties will misrepresent the repository’s security
posture to its stakeholders, misleading them into believ-
ing that the repository is compliant with certain security
requirements.

Agility and Freshness. Agility ensures that a policy issuer
is able to rapidly update the security policy to protect
repositories from emerging threats or to meet new security
requirements. The policy issuer must not be prevented
from updating the security policy by factors such as the
number of repositories that use the policy in question, or
any other security policies reused by those repositories.
Without agility, a policy issuer will be unable to update
the security policy as needed, subjecting a repository to
stale security policies that may be overly permissive or
overly restrictive.

Freshness requires that the applied policies are the
latest versions of those policies. As a counterpart to agility,
freshness also requires that policy updates made by a pol-
icy issuer are reflected in the repository’s effective security
policy within a reasonable time frame. Without freshness,
a repository may have an outdated effective security policy
that is overly permissive or overly restrictive.

Note, freshness may not be possible to achieve in
all real-world cases. For example, if a party retrieves
policies from multiple sources, there could be an update
to a policy after it is retrieved, but before it is applied’.
In this instance, freshness will be violated. The goal of
SourceFabric is to maximize freshness within reasonable
tolerances for a real-world system. We expect SourceFab-
ric to meet this goal in the vast majority of cases.
Verifiability and Auditability. Verifiability requires that
a participant is able to establish trust in the policy issuer
that maintains a reusable policy. Without verifiability, an
attacker can trivially pose as a legitimate policy issuer and
impact the effective security policy of the repository to be
overly permissive or restrictive.

Auditability requires that the effective security policy
applied in a repository is open to scrutiny for any point
in the repository’s history. An attacker who is able to
act as a policy issuer (e.g., by compromising the actual
issuers) can equivocate the reusable policy they make
available (i.e., temporarily issuing malicious policies that
are not presented again later). Without auditability in the
repository that reuses policies, it will not be possible to
detect such equivocation.

4. SourceFabric Design

At a high-level, SourceFabric policy issuers make the
policies they author publicly available in a Git repository
associated with the publisher (§4.1). As SourceFabric
enhances the gittuf security system, this reusable policy
metadata is stored as an extension to the repository’s local
policy metadata (“Policy Issuers” in Figure 1). To enable
reuse of these policies, SourceFabric provides two core
mechanisms that are built into clients running on each
repository administrators’ and developers’ machines.

First, for each trusted issuer, the administrator declares
specific reusable gittuf policies (on behalf of the company)

2. This is akin to a Time-of-check Time-of-use (TOCTOU) situation.
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Figure 1: An overview of SourceFabric and how it interacts with Git and gittuf. In gittuf, the RSL is updated anytime
when both gittuf policy changes and Git commits occur. In SourceFabric, a repository administrator first defines a
SourceFabric manifest ((D), which is used by SourceFabric to fetch the reused policies (@). The reused policies are
validated, after which they are stored in the repository’s policy cache, pushed to the forge (3)), and retrieved by other
developers. Each developer’s gittuf client enforces the repository’s local policy and all cached reused policies (@).

that apply to the repository using a SourceFabric manifest
(84.2, @ in Figure 1). Second, the administrator’s Source-
Fabric client retrieves all reused policies and authenticates
each policy issuer via their digital signature. The client
then stores each validated reused policy in the reposi-
tory’s policy cache (§4.3, @ in Figure 1). SourceFabric
enhances the gittuf policy verification workflow to enforce
the cached reused policies in addition to the local policy.

The client pushes the cached policies to the forge
hosting the canonical copy of the repository to make
them available to all users (Q) in Figure 1). Thereafter,
each user’s gittuf client is responsible for enforcing all
of the repository’s policies (§4.4, @ in Figure 1). All
SourceFabric clients operating on a repository check the
policy issuers’ repositories for updates. When an updated
policy is found, the policy cache in the repository is
updated accordingly.

Figure 2 shows an example of SourceFabric
in action. Box 1 shows two reusable policies
(regulatory-policy and baseline-policy)
issued in distinct repositories. The administrators of the
fast repository add a SourceFabric manifest to reuse
the two policies (box 2). Box 3 of Figure 2 shows an
instance of the baseline-policy being updated,
which is retrieved and applied by a developer working
on the repository (box 4).

4.1. Issuing Reusable Security Policies

Policy issuers author reusable gittuf policy as metadata
files, which are stored in a repository they control. Source-

Fabric follows gittuf conventions, storing the reusable
policy’s metadata in a well-known custom Git reference
in the repository. A SourceFabric client inspects this Git
reference to identify the policies issued in the repository.
The policy issuers configure a local policy (§3.2) using
gittuf to protect the reusable policy.

To provide authenticity for reusable policies, Source-
Fabric policy issuers cryptographically sign the reusable
policy’s metadata files. The gittuf root of trust in a policy
issuer’s repository is used to manage the associated keys
(including key rotation and revocation). When an issuer
modifies a reusable policy, they add a new signature, and
this action is recorded in the issuer repository’s RSL.
Thus, reusable policies are issued and updated in a sin-
gle, canonical location, enabling consistent and compliant
policy definition across repositories.

4.2. Declaring Security Policies to Reuse

Companies use a SourceFabric manifest to declare the
policies that must be reused in a particular repository. This
manifest is cryptographically signed by the repository’s
administrators and is stored alongside the local gittuf
policy (§3.2) of each repository, meaning there is a one-
time setup procedure per repository to setup SourceFabric.

The SourceFabric manifest contains policy reuse en-
tries. Each entry contains the following information:
—Location. The URL of the policy issuer’s Git repository
where the canonical version of the reusable policy is
located. We note that a standard Git client must be able
to use the location to retrieve the repository.
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Figure 2: Two policy issuers create reusable policies in their respective repositories. The Sikkerhed Foundation issues
regulatory-policy and the CISO division of ACME Corp issues the company’s baseline-policy (box 1).
The repository administrator for the fast repository reuses both policies using a SourceFabric manifest, and fetches
the metadata for both reusable policies (box 2). The administrator then pushes the retrieved policy metadata to the
canonical copy of the fast repository (also box 2). The CISO division issues an update to the company’s baseline
policy in the repository they control (box 3). A developer working on the fast repository fetches and applies this
update, and pushes the change to the canonical copy of the repository (box 4).

—Root of trust. The set of public keys that represent
trusted policy issuers, used to verify the cryptographic
signatures on the reusable policy. The set of root keys
must be determined by the repository administrators using
either an out-of-band mechanism or via trust-on-first-use
(TOFU).

—Policy selectors. The parts of a reusable gittuf policy
that must be reused. A gittuf policy can contain differ-
ent parts such as workflow control rules, access control
rules, identity declaration, etc. For example, a repository
may only reuse workflow-controls declared in one
reused gittuf policy and the trusted-identities
part declared in another reused policy. Only the selected
parts of the reused policy are enforced in the repository.

Listing 1: The SourceFabric manifest for ACME
Corp’s fast repository. The repository reuses the pol-
icy of ACME Corp’s baseline-policy issued by
the company’s CISO division, and fast reuses a
regulatory-policy provided by the external Sikker-
hed Foundation.

- location: https://acme.corp/ciso/baseline-policy
rootOfTrust:
- publicKey: ciso.pub
— publicKey: soc-lead.pub
- publicKey: integrity-lead.pub
selectors:
- workflow-controls
- location: https://sikkerhed.fdn/regulatory-policy
rootOfTrust:
— publicKey: teresa.pub
selectors:

- workflow-controls

Listing 1 depicts an example manifest for company
ACME Corp’s SourceFabric manifest for the fast repos-
itory depicted in Figure 2. This manifest has two policy
reuse entries, one for the company-issued policy stored
in the baseline-policy repository, and the other
for the Sikkerhed Foundation’s regulatory-policy

repository. In both cases, the repository selects the
workflow-controls aspect of the reusable policy.

4.3. Caching Reused Security Policies

SourceFabric has a secure “policy caching” mecha-
nism to retrieve and cache all reused policies in the repos-
itory. Any parties contributing to a repository, like the
administrators and developers, invoke the policy caching
mechanism when they interact with the repository to
ensure the repository has all intended policies applied, and
that each reused policy is not stale beyond an administra-
tor configured bound. Since different users perform this
action, the set of policies quickly converges to the latest
version. And, a bot can be used to automatically apply
policy updates periodically.

The policy caching mechanism is said to be successful
when the client is able to resolve all intended reusable
policies, authenticate each policy issuer, and store the
reused policies in the repository’s policy cache. And, as
the reused policies are cached in the repository, Source-
Fabric ensures that a recent version of each reused policy
is enforced, even if a policy issuer’s repository is unreach-
able (e.g., due to network outages or malicious actors).

4.3.1. Resolving the Set of Reused Policies. SourceFab-
ric ensures that the transitive set of all intended reusable
policies are retrieved and applied to the repository. Start-
ing with the policy reuse entries in the manifest, the
SourceFabric client resolves and downloads any outdated
or missing policies and (if available) the issuer’s Source-
Fabric manifest from the location in each entry. The client
then examines each issuer’s SourceFabric manifest for ad-
ditional policy reuse entries that apply to the reused poli-
cies, and recursively downloads any outdated or missing
versions of these indirectly reused policies and manifests.
In doing so, SourceFabric prunes those transitively reused



policies that do not match the policy selectors specified
in the policy reuse entry.

4.3.2. Storing Resolved Policies. SourceFabric stores a
copy of each reused policy in the repository, similar to
the practice of “vendoring” [53] software dependencies.
Thus, SourceFabric ensures that every reused policy can
be enforced in the repository even if the policy issuers’
repositories become unavailable, such as due to an outage
or a denial of service attack.

Each reused policy is stored in the policy cache, a
unique location alongside the repository’s local policy.
When recording this change in the repository’s gittuf
RSL, the client also records the ID of the RSL entry in
the issuer’s repository for the custom Git reference from
which the reused policy was retrieved. This is used to
mitigate attempts by the policy issuer to equivocate the
specific policy they made available for reuse.

4.3.3. Verifying Integrity of Reused Policies. For each
issuer repository the client interacts with, it identifies the
latest set of policy metadata as well as the SourceFabric
manifest using the upstream repository’s RSL. The RSL
is the source of truth for what is current, and prevents
rollback attacks and “metadata manipulation attacks” [47]
targeting the issuer repository’s contents. The client ver-
ifies the signatures of each retrieved reusable policy and
the issuer’s SourceFabric manifest using the root of trust
information in the policy reuse entry. Any failure in
verification aborts the policy caching mechanism with an
error, ensuring only verified reusable policies from trusted
issuers are applied to the repository.

The client also checks that the issuer repository’s RSL
has not been tampered with, another indication of a meta-
data manipulation attack or an attempt to present different
reusable policies at different times (i.e., an equivocation
attack). The client checks that the latest RSL entry it
is presented with is a descendant of the RSL entry ID
recorded previously.”

Listing 2: The SourceFabric manifest for ACME Corp’s
fast repository after it is updated by the reposi-
tory’s administrators. Now, fast also reuses policy from
go—guidelines.

— location: https://acme.corp/ciso/baseline-policy
rootOfTrust:
- publicKey: ciso.pub
- publicKey: soc-lead.pub
— publicKey: integrity-lead.pub
selectors:
- workflow-controls
- location: https://sikkerhed.fdn/regulatory-policy
rootOfTrust:
- publicKey: teresa.pub
selectors:

- workflow-controls
- location: https://acme.corp/devx/go-guidelines
rootOfTrust:
— publicKey: devx-lead.pub
- publicKey: devx-go-lead.pub
selectors:
- workflow-controls

3. This check is omitted during the very first invocation of the policy
caching mechanism as there is no previously recorded RSL entry ID to
compare the entry presented by the upstream repository against.

Kildekode Sikkerhed

Foundation | | Foundation
go-best- regulatory-
practices policy

baseline-
policy

go-

guidelines

Legend
A —> B B reuses policy from A
Workflow controls
Figure 3: An illustration of ACME Corp’s fast
repository which explicitly reuses three policies:
baseline-policy, regulatory-policy, and
go-guidelines. The go-guidelines policy

reuses go-best-practices maintained by the
external Kildekode Foundation. Thus, fast transitively
reuses the go—best-practices policy.

4.3.4. Policy Caching in Action. Figure 3 shows ACME
Corp’s fast repository. The repository administrators
explicitly reuse three policies:

—baseline-policy

—regulatory-policy

—go-guidelines

The SourceFabric manifest for the repository is shown
in Listing 2. The go-guidelines policy itself reuses
the policy of go—-best-practices issued by the ex-
ternal Kildekode Foundation.

On invoking the caching mechanism in fast, the
SourceFabric client determines the following set of issuer
repositories from where reused policies must be retrieved:
—baseline-policy
—regulatory-policy
—go-guidelines
—go-best-practices (reused
go—-guidelines)

transitively,  via

4.4. Enforcing Reused Security Policies

At the end of the policy caching mechanism, the policy
cache in the repository contains a copy of each reused pol-
icy as well as its local policy. The vanilla gittuf verification
mechanism introduced by Yelgundhalli et al. [24] enforces
only the repository’s local policy. SourceFabric extends
this mechanism to enforce the cached reused policies in
addition to the local policy.

SourceFabric’s updated verification mechanism seri-
ally enforces each policy stored in the repository, i.e.,
the local policy as well as every reused policy. If a
repository change violates any of the policies, the enforce-
ment mechanism terminates and outputs a record of the
offending change and the policy it violated. For example,



in the fast repository depicted in Figure 3, a change is
considered valid only if it passes verification for the policy
configured directly in fast, as well as the policies reused
from baseline-policy, regulatory-policy,
go—guidelines, and go-best-practices. Note,
the enforcement order of these policies does not matter
because a change is considered valid only if it passes
all policies. So, if a change violates even one of the
reused policies, say go—guidelines, then the verifi-
cation mechanism does not complete successfully.

It is possible for two policies to conflict with each
other, i.e., a repository modification cannot satisfy both.
In such cases, SourceFabric’s support for policy selectors
can be used to reuse two policies that conflict by selecting
the aspects that do not conflict. Beyond that, SourceFab-
ric does not address conflicts (e.g., by prioritizing one
reused policy over another), as policy conflicts indicate a
mismatch in expectations about development practices in
the repository between stakeholders (i.e., administrators,
security team, compliance, etc.). SourceFabric surfaces
such issues for the company to reconcile and ensures there
cannot be an unsafe resolution by requiring administrators
to adjudicate these changes. Conflicts in security policies,
while rare, can be complex to resolve and may require
input from legal and security experts. Once the experts
determine how to address the conflict, the modifications
they make to the policies are applied by SourceFabric to
repositories in the organization. In this manner, Source-
Fabric balances two practical concerns: it ensures that the
composition of policies is safe and meets the organiza-
tion’s wishes, while also keeping the maintenance burden
to a minimum as the organization only needs to resolve a
conflict once (rather than once per repository).

S. System Analysis

5.1. System Security Analysis

First, we examine how SourceFabric meets the system
requirements defined in Section 3.3. We consider the
impact of malicious or misbehaving SourceFabric clients
on SourceFabric’s ability to meet these requirements,
showing that SourceFabric’s behavior degrades gracefully
in the face of attacks.

5.1.1. Completeness and Soundness. SourceFabric’s
policy caching mechanism is responsible for identifying
the set of reused policies to apply in a repository. By
definition, the complete set of policies to be applied is the
tree of policies resolved by the policy caching mechanism.
Any policy not part of this tree is extraneous.

When all parties are honest, it is self-evident how
this requirement is met. When there are malicious or
malfunctioning clients invoking the policy caching mech-
anism, such a client can omit required policies (violating
completeness), introduce extraneous policies (violating
soundness), or both. In such a scenario, the effective policy
for the repository is corrected to be complete and sound
the next time an honest client invokes the policy caching
mechanism. Such a client will notice that the applied set
of policies is incomplete or unsound, fix the issue, and
alert their user of the issue. The misbehaving or malicious
client itself must then be handled out-of-band.

5.1.2. Agility and Freshness. SourceFabric enables pol-
icy issuers to make changes to the reusable policy they
manage at will. The issuers do not have to take into
account any other factors such as how many repositories
reuse the policy or conflicts with other reusable policies.
Thus, policy issuers can rapidly update their policies to
provide protections against emerging threats and to meet
evolving security requirements.

In any one repository, SourceFabric ensures that any
reused policy applied is fresh. When the policy caching
mechanism is invoked, it uses the RSL of the repository
where the reusable policy is stored to identify the latest
version. A “metadata manipulation attack” [47] cannot
be used to serve stale policies. And, as all users in the
repository invoke the policy caching mechanism when
interacting with the repository, the reused policies cannot
grow stale beyond an administrator configured bound.
This property holds even in the face of a subset of clients
becoming malicious or malfunctioning; even if such a
client applies a stale version of a policy or falsely indicates
a policy update is not available, the next honest client
applies the update.

5.1.3. Verifiability and Auditability. Policy issuers are
required to sign the policy metadata they issue. Source-
Fabric verifies these signatures using the root of trust
information provided as part of the reuse entry in the
SourceFabric manifest. This ensures that any reused policy
is only applied when the SourceFabric client verifies that
the policy was issued by the trusted party.

SourceFabric stores a copy of the reused policy in
the repository where it is applied, along with the issuer
repository’s RSL entry information corresponding to that
version of the policy. The downstream repository’s RSL is
also updated when an updated version of a reused policy
is stored. These are key to ensuring that SourceFabric
enables auditability of the set of reused policies applied
in the repository at any point in its development history.
And, by storing the upstream repository’s RSL entry in-
formation, SourceFabric ensures that any misbehavior by
the issuer (e.g., equivocation attacks where a malicious
policy is issued temporarily) is caught during inspection
of the downstream repository’s policy history.

5.2. Considering the Effect of Delay and Outages

Next, we examine the impact of delays or outages in
the network on SourceFabric. Crucially, as each repository
stores a copy of the reused policies from the last successful
invocation of the policy caching mechanism, SourceFabric
is not prevented altogether from applying security policies
in the repository. That said, any network delay or outage
prevents a SourceFabric client’s ability to successfully
execute the caching mechanism, violating the agility and
freshness requirement. This means that a client could use
outdated policies for a short time window.

The impact of using an outdated policy will vary
depending on how the outdated policy differs from the
latest policy. The outdated policy may fail to reuse policies
that are now supposed to be applied or reuse policies
that should no longer be applied (violating completeness
and soundness). In turn, this means that a change that
should be blocked is allowed, or a change that should



be permitted is blocked. In fact, as a policy change may
impact different developer actions in different ways, it is
possible that multiple of these behaviors occur at the same
time for a single outdated policy.

As described in Section 4.3, every developer working
on the repository attempts to check for and apply pol-
icy updates using their SourceFabric client. And so, the
amount of time the outdated policy is used has an upper
bound based on the frequency of developers contributing
to the repository. The issue will be naturally remediated
after any SourceFabric client retrieves and provides the
updated policy file to the repository. Finally, SourceFabric
prevents rollback attacks and attempts to present different
versions of the policy at different times (§4.3.3). This
helps SourceFabric recover gracefully in the face of net-
work issues or network based attackers.

In summary, network delays or outages degrade the
completeness and soundness requirement as well as the
agility and freshness requirement of SourceFabric. The
verifiability and auditability requirement is not affected,
and the last set of policies successfully applied by Source-
Fabric will continue to be enforced.

5.3. Participant Capabilities and Impacts

Finally, we analyze how an attacker can use Source-
Fabric to influence the repository’s effective security pol-
icy, summarizing our findings in Table 1. The attacker’s
ability to circumvent SourceFabric depends on the partic-
ipant role they act under, which in turn determines their
access to the policies. As such, we consider the damage
that repository administrators, policy issuers, network at-
tackers, developers and outsiders, can cause. An attacker
with access to multiple roles, can cause the damage of
the most privileged participant. In order to understand
the impact of an attack, we consider a policy’s effect on
repository changes. That is, since a policy either allows
or denies changes, an attacker can aim to either allow
changes that should have been blocked or block changes
that should have been allowed. We now discuss individual
roles and their attack capabilities in more detail.
Repository administrators. A repository’s administrators
can arbitrarily tamper with the repository’s cached security
policies. As administrators effectively serve as the root of
trust for the repository’s policy configuration, they can
arbitrarily change the repository’s local policy.

Note that this is no different from the capabilities of
repository administrators without SourceFabric, i.e., with
only gittuf. They can similarly impact the security posture
of the repository by arbitrarily modifying the repository’s
local policy. Indeed, this is the case with any repository
security system, whether gittuf or one offered by a forge
such as GitHub, GitLab, and Bitbucket.

Policy issuers. As we mention in Section 3, we assume the
repository administrators or the company have out-of-band
reasons to trust the policy issuers. This may be because
the policy issuer is a stakeholder within the company (e.g.,
the security team) or based on reputational or contractual
reasons (e.g., regulators, security foundations). But, for
completeness, we analyze the impact of a malicious issuer.

A malicious policy issuer can weaken their own policy
or omit a reused policy to weaken the repository’s security
posture. However, this does not enable a malicious policy

issuer to allow all developer proposed changes through
since other policy issuers will still have their policies
applied. This also includes any rules or restrictions created
by the repository’s local policy.

On the other hand, the policy issuer can arbitrarily
block changes that should have been allowed by overly
strengthening their policy or reusing conflicting policies.
SourceFabric does not prevent these actions. However,
such actions are detected by the developers the next
time an action that should be allowed is blocked, and
SourceFabric enables developers to reason about the pol-
icy changes the blocked the action.

The policy issuer may also create an infinite policy
chain by generating reuse entries and issuer repositories
unendingly that the client must resolve. This essentially
results in a denial-of-service attack which will become
evident in the SourceFabric client when the policy caching
mechanism times out, prompting an investigation.
Network attackers. A network attacker is any party
which can globally and arbitrarily control (e.g., block,
read, etc.) network traffic. Note that since SourceFabric
policies are locally cached in the repository, a network
attacker cannot tamper with the policies already retrieved
and stored in the repository. However, a network attacker
can prevent a policy from being updated by blocking
retrievals of the updated policy from the policy issuer’s
repository. If the update strengthens a policy, the attacker
can prevent the update from reaching the repository, thus
allowing changes to occur that should have been blocked.
If the update weakens a policy, the attacker can block
changes that are now supposed to be allowed.

If the attacker makes a policy issuer’s repository en-
tirely unavailable, this is detected by any SourceFabric
client invoking the caching mechanism. On the other hand,
the attacker may perform a freeze attack [54] to prevent
a client from applying an update available in the policy
issuer’s repository by hiding the existence of the update.
SourceFabric does not prevent this attack.* But, this attack
is not trivial. The attacker must present precisely the
same version of the policy that has already been retrieved
during a prior execution of the caching mechanism. If
the attacker serves an older version, the SourceFabric
client will detect the issue as it has a newer version of
the policy than expected. Additionally, the SourceFabric
client does not advertise the version of the policy that was
previously retrieved, meaning the attacker must be able
to independently determine the policy version to serve,
such as by fetching the repository from the canonical copy
and inspecting its contents, i.e., the specific version of the
reusable policy currently stored in the repository.

The network attacker has no way to serve arbitrary
policies. This is because a network attacker does not
possess the policy issuers’ keys and thus cannot create
a legitimately signed policy.

Developers and outsiders. Outsiders have no ability to
impact the repository’s security posture. While it would
seem that a developer that is not permitted to change the
repository’s policy may have more ability to tamper with

4. A freeze attack can be performed for any contents of a Git repos-
itory and is not specific to reusable policy. We do not address this in
SourceFabric as a general-purpose solution is necessary in the repository
security system, i.e., gittuf.



TABLE 1: An analysis of whether SourceFabric partici-
pants can impact a repository’s security policy to either
allow changes that should not be allowed or block changes
that should be allowed.

Allow too much Block too much

Not Prevented
Not Prevented
Limited in Scope
Prevented

Not Prevented
Limited in Scope
Limited in Scope

Prevented

Repository Administrator
Policy Issuer

Network Attacker
Developer or Outsider

policies, this is not the case. The reason is that Source-
Fabric uses gittuf to apply access control permissions to
prevent two major concerns here.

First, a developer must be prevented from tampering
with the repository’s manifest, either by adding or re-
moving policies. This is prevented by gittuf which only
allows repository administrators to change the repository’s
manifest. If a developer pushes a change here, other clients
will observe a policy violation when they pull the copy
down and will automatically revert it and push a fixed
version back up to the repository. Unauthorized changes
to the local policy are prevented in a similar manner.

Second, a developer must be prevented from tampering
with the stored cache of policies from other policy issuers.
Note that in this case, the developer does have access
to write to these policies. However, SourceFabric ensures
that changes to these policies are correctly signed by the
policy issuer and that all versions of the policies include
non-decreasing version numbers. Thus, a malicious devel-
oper can do no more than fail to update a policy (which
would be performed by the next honest developer to check
that issuer). Thus, a developer cannot tamper with the
policies in any meaningful way.

6. Implementation and Performance

Our implementation of SourceFabric is an extension of

the open source gittuf project, which is at the incubating
stage at the OpenSSF [39]. This requires (among other
things) diversity in the set of maintainer affiliations, open
source governance policies, and numerous adoptions. We
also present our findings from evaluating the storage and
runtime overhead imposed by SourceFabric in comparison
with using only a local policy.
Implementation. We added SourceFabric to gittuf’s Go
implementation, with approximately 1,400 lines of code
changed (excluding tests). gittuf stores policy and a refer-
ence state log (RSL) that tracks repository activity as addi-
tional metadata in custom Git references in the repository.
We implemented the SourceFabric manifest as a part of
the existing gittuf root of trust metadata and added support
to the RSL to track upstream repository revisions. Addi-
tionally, we modified gittuf’s synchronization workflows
to include the SourceFabric policy caching mechanism.
Finally, we extended gittuf’s verification workflow to en-
force all policy metadata, including those retrieved from
upstream repositories.

Our changes to gittuf have been adopted by the
project’s maintainers. Our implementation can be found
online at https://github.com/gittuf/gittuf and this imple-
mentation of SourceFabric is currently being piloted by
Bloomberg.

Evaluation setup. Our experiments were conducted on
a system with an Intel Xeon Gold 5416S CPU and 128
GB of RAM, running Fedora 42. We used Git v2.43.0
and gittuf v0.11.0, which includes our implementation of
SourceFabric. To analyze how SourceFabric performs in
the smallest to even the largest repositories, we chose four
repositories of varying sizes. For the smallest repository,
we chose the gittuf repository, with 1,864 commits (tak-
ing 26.340 MiB) at version v0.11.0 [55]. Our medium-
sized repository was the curl library, with 35,238 commits
(taking 132.635 MiB) at version v8.14.1 [56], and our
large-sized repository, the Git repository in which Git
itself is developed, containing 77,303 commits (taking
324.243 MiB) at version v2.50 [57]. The largest repository
is the Kubernetes repository with 129,464 commits (taking
1,418.88 MiB) at version v1.33.3 [58].

Throughout, we use two copies of each repository:

one which only uses gittuf, and the other which relies
on SourceFabric to reuse gittuf policies. In both reposi-
tories, we applied varying numbers of policies to protect
the master branch of the repository. In the gittuf-only
repository, these policies were specified directly as one
policy containing multiple rules. In the repository with
SourceFabric, we created multiple upstream repositories
that policies were reused from, one repository per policy
to reuse. For experiments that involve measuring the time
of SourceFabric operations, we ran each experiment ten
times, and report the mean over the ten runs. Experiments
that involved obtaining storage overheads were performed
by taking one measurement of the storage overhead im-
posed by SourceFabric.
Storage overhead. To quantify the storage overhead intro-
duced by SourceFabric, we measured the additional disk
space required in the repository when individual policies
are reused via SourceFabric, instead of batched into a
single local gittuf policy. We analyzed three variations of
this setup to account for varying numbers of rules and
reused policies. Table 2 contains our findings.

In each case, we either directly configured the cor-
responding number of rules in the local gittuf policy or
declared the same number of reusable policies in the
SourceFabric manifest. We find that the storage overhead
increases linearly with the number of reused policies.
However, the overall storage occupied by the metadata
remains negligible compared to each repository’s total
size, as the contents tracked in each repository dominate
the overall storage usage. In the smallest repository we
evaluated, the contents alone make up 26.3 MiB. With
the addition of the metadata of 10 reused policies via
SourceFabric, i.e., the maximum tested configuration, the
total size is 26.4 MiB, representing an increase of 0.15%.
Runtime overhead. SourceFabric impacts runtime by
introducing cost to retrieve and validate policies, manip-
ulating the policy cache, and the time needed to enforce
the policies during verification. Table 3 shows the runtime
overhead of SourceFabric in comparison with gittuf which
does not have any of these costs.

There are three main scenarios in which overhead
occurs. First, when a manifest is newly added and the
policy cache is completely empty. This is the “Cache Cold
Start” case, where all information must be retrieved from
the policy issuer repositories, and then populated into the
cache. This is typically only done once, most likely by
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TABLE 2: The storage overhead imposed by the addition
of reused policies, across the four repositories.

Number of
Reused Policies | gittuf-only | SourceFabric-enabled
gittuf
1 3,370 B 7,136 B
5 3,886 B 22,464 B
10 4,526 B 41,646 B
curl
1 3,366 B 7,124 B
5 3,886 B 22,460 B
10 4,534 B 41,650 B
Git
1 3,366 B 7,124 B
5 3,874 B 22,468 B
10 4,530 B 41,650 B
k8s
1 3,366 B 7,124 B
5 3,874 B 22,460 B
10 4,530 B 41,642 B

TABLE 3: The overhead imposed by reusing policies
and various SourceFabric policy cache states instead of
a single local gittuf policy during verification.

SourceFabric Verification Time
Reused | gittuf Cache Pre-Populated Cache
Policies Time Cold Start Cache Warm Start
gittuf
1 0.121s 0.889s 0.197s 0.111s
5 0.118s 2.745s 0.757s 0.120s
10 0.122s 5.733s 1.541s 0.127s
curl
1 0.123s 0.883s 0.183s 0.124s
5 0.112s 2.795s 0.577s 0.117s
10 0.119s 4.773s 1.156s 0.122s
Git
1 0.121s 0.894s 0.205s 0.131s
5 0.121s 2.657s 0.695s 0.125s
10 0.122s 5.046s 1.397s 0.132s
k8s
1 0.116s 0.867s 0.188s 0.123s
5 0.112s 2.590s 0.554s 0.120s
10 0.108s 5.388s 1.652s 0.112s

the repository administrator, when they first set up the
repository with a manifest. This cost is quite high when
compared to gittuf, due to all of the data that must be
downloaded, and can result in more than 5 seconds of
overhead. However, since this is only during the initial
setup, it is not a significant cost in practice.

The second scenario is when a developer first retrieves
a copy of the cache, which we call the “Pre-Populated
Cache” case. In this case, the cache is already populated
with the policies that are in the manifest, but the devel-
oper’s SourceFabric client has not locally verified the poli-
cies. In order to protect against attacks where a malicious
developer tries to poison the cache, the SourceFabric client
will reverify all of the policies in the cache. This causes
a small amount of overhead, but is not overly noticeable
given the other overhead of doing git operations. This is
also quite rare in practice, with the worst case usually only
occurring when a new SourceFabric client is installed.

The third scenario is when the cache is already pop-
ulated, and the client has already verified the policies in
the cache. In this case, the SourceFabric client only needs
to enforce the policies, which has minimal overhead. This
is the “Cache Warm Start” case, and is the most common

case where the client has validated all policies in the cache
and none of them need to be checked for expiry. This case
incurs a delay of a few milliseconds, which is negligible
compared to the time to run a git command.

There is one final scenario that can occur, which is
when some of the cached policy information has been
prevalidated and some is not. This can occur when an-
other developer has updated the cache with a new policy
file, when the local client’s cache of information has an
expired policy, when the manifest has been updated, or
any combination of these. In this case, the cost will be a
combination of the above three scenarios. If the manifest
is completely changed and all policies are new, then the
cost will be similar to the “Cache Cold Start” scenario. If
the manifest is unchanged, but some policies have been
updated, then the cost will be similar to the “Pre-Populated
Cache” case, with the number of policies that are new
impacting the cost. However, these costs are only applied
for the policies that are new or updated, and so the overall
cost is still quite low in practice.

7. Discussion and Limitations

Can SourceFabric manage the policy formats from
existing forges and other repository security systems?
Despite gittuf being forge agnostic, SourceFabric would
need a few changes to support the distribution of poli-
cies from forges like GitHub, GitLab, etc. Some forges
implement REST APIs that can read and write policies,
but these APIs are not yet fully adequate for SourceFabric
since their scope is limited to individual repositories [59]
or only available in certain product tiers [60]. In general,
forges have not opted for interoperability between their
security systems, which explains this shortcoming. Hence,
SourceFabric’s choice of gittuf as the underlying security
system is a pragmatic one, as gittuf can be used across
forges. Note also that SourceFabric can still be used on
repositories stored on a forge; an issuer’s repository can
be hosted on any system without any restrictions.

How does a company ensure all repositories reuse
the company’s policies? SourceFabric simplifies policy
management and helps prevent policy misconfigurations
and staleness. However, a repository’s security posture is
dependent on its administrators reusing the right policies.
While we assume that repository administrators faithfully
adhere to the company’s security requirements, the ad-
ministrators might unintentionally omit a policy they must
reuse, leaving their repository exposed. But, SourceFabric
applies policy transparency [01] to the manifest metadata
via the repository’s gittuf RSL. This allows any stake-
holder (e.g., the company’s compliance team) to monitor
the manifest to ensure the repository reuses the expected
set of policies.

How does SourceFabric handle policy conflicts?
SourceFabric policies are applied one after another, ef-
fectively creating a series of filters that are applied con-
secutively. An action must pass through all filters to be
allowed. This means that two policies may conflict, such
that an action cannot meet both policies. So, when a valid
action is blocked, then repository administrators or the
appropriate policy issuers must resolve the conflict. This
is because each reused policy is chosen by these parties
to represent the company’s intent. So, policy conflicts



indicate a mismatch in expectations that must be resolved
out-of-band. These types of mismatches do happen in
the real world, and the remediation is typically exactly
what we prescribe—manual clarification by the parties
involved. Most often, the security team at the company
may be asked to decide which policy to prioritize or to
identify alternative policies that do not conflict.

Can you retrieve upstream policies from intermediate
repositories? One limitation of SourceFabric is that while
SourceFabric applies policy reuse transitively, clients cur-
rently always retrieve content from the upstream reposi-
tory. But, for a variety of reasons, an upstream repository
may not be available to the repository. For example, if
foo reuses policy maintained in bar, and bar reuses
policy from baz, foo must also reuse policy from baz.
However, baz may only be available to bar and not foo.
To address this, we plan to explore using the copy of the
transitively reused repository’s policy metadata from the
nearest available reused repository, bar in this example.
Can SourceFabric be used to manage arbitrary ven-
dored repository contents? As noted in Section 4,
SourceFabric stores a copy of each reused policy in the
repository, similar to the practice of “vendoring”. De-
velopers frequently have to store in their repository the
contents of another repository, which raises the question
of whether SourceFabric can be employed for contents
that are not security policies. While Git supports ven-
doring an upstream repository’s contents natively with
the submodules [62] feature, SourceFabric’s approach to
vendoring contents has a number of advantages. First,
SourceFabric supports automatic updates for vendored
contents. A Git submodule, though, must be manually
updated by a developer. Second, SourceFabric leverages
gittuf’s RSL to identify the revision to use from the up-
stream repository, which prevents “metadata manipulation
attacks” [47]. On the other hand, Git retains the history
of the revision tracked as a submodule, which is omitted
by SourceFabric. So, while SourceFabric’s approach to
vendoring shows promise, a more thorough examination
is necessary to determine SourceFabric’s use as a general
purpose solution to securely vendoring in a repository
another repository’s contents. We leave this to future work.

8. Related Work

Source control security. Prior work in the security of
source control systems describe novel attacks that can
target source code development and defenses. Chen et
al. [63] studied how to secure repositories in delta-
encoding based version control systems hosted on un-
trusted servers. Vaidya et al. [64] studied how centralized
version control systems can be extended to add support for
cryptographic signatures, required for verifying authentic-
ity of changes in a repository. Wheeler [605] describes se-
curity requirements that must be considered in the design
of version control systems.

Git security. Given Git’s prominence, a number of sys-
tems have been proposed to secure repositories. Ranging
from adding authentication to enforcing authorization for
repository contents, these solutions all operate over a sin-
gle repository and do not address the problems of policy
management at the scale of a large company. Courtes [66]
presents a system adopted by the Guix package manager

to authenticate all commits made to the repository. Every
commit is expected to be signed by a key declared in an
authorization file available its parent commit’s Git tree.
Torres-Arias et al. [47] present Git’s weaknesses against
“metadata manipulation attacks” and describes an append-
only “reference state log” that tracks repository activity as
a solution to these attacks.

Other researchers have presented Git repository secu-
rity systems. Xu et al. [67] propose Gringotts, a repository
security system that prevents unauthorized directory reads
and writes using a shadow encrypted repository. Yelgund-
halli et al. [24] present gittuf, a system that decentralizes
Git repository policy enforcement by making repository
policy independently verifiable. Xu et al. [68] present
Disac, which provides access control for a repository
in a fully decentralized manner by leveraging attribute-
based encryption and signatures, with policies stored using
Ethereum smart contracts. Like before, all of these sys-
tems operate within the confines of a single Git repository.
Policy reuse. At its core, SourceFabric implements the
notion of policy reuse, where a security policy is defined
in a single location and inherited at various other points.
While SourceFabric is the first system to explore policy
reuse for securing source code at the scale of a large
company, the concept has been studied in a variety of other
contexts. Bonatti et al. [69] present how access control
policies that are specified independently can be combined.
Decat et al. [70] highlight the value of modularization
and reuse for reducing the management complexity of
security rules, and present STAPL, a policy language
that adds templating over the standardized XACML lan-
guage used to specify access control policies. Schreuders
et al. [71] demonstrate the value of functionality based
access control (FBAC), where end users assign policies
crafted by experts to different applications. SourceFabric
applies a similar pattern, where a repository’s owners
can choose which policies to reuse without crafting those
policies themselves. This was shown by Schreuders et
al. [72] to be a practical solution to enabling end users
to protect themselves. The authors studied the practicality
of a Linux Security Module implementation of FBAC for
constraining applications against SELinux and AppArmor.
Software supply chain security. A sharp increase in
attacks in recent years has led to the development of a
number of software supply chain security standards [28],
[73]. A number of researchers have studied this space
as well. Okafor et al. [74] emphasize the fundamental
patterns of software supply chain security. Numerous sys-
tems [54], [75]-[80] have all been proposed for improving
the transparency and security of software development and
distribution.

SourceFabric is designed as a way to strengthen
company-wide security postures to prevent software sup-
ply chain attacks that target the source code development
process, but it is only one part of securing the software
supply chain. SourceFabric builds on gittuf [24], which
itself integrates with the aforementioned supply chain sys-
tems through its use of in-toto attestations [75], [81]. Fur-
ther, while existing systems include semantics for defining
software supply chain policies, they do not consider the
practicalities of policy management in a distributed setting
such as source code development at large companies. The
fundamental concept of policy composition and reuse for



software supply chain security is, therefore, complemen-
tary to these systems, and would likely be a valuable
extension.

9. Conclusion

In this paper, we introduced SourceFabric, a system
for applying security policies to thousands of Git repos-
itories consistently and robustly. SourceFabric enables
policy reuse across repositories, mitigating the threat of
misconfigured, inconsistent, and stale policies across these
repositories. In doing so, SourceFabric removes the burden
placed on repository administrators to create and update
policies, providing a way for each repository to have a
consistent, up-to-date, and compliant security posture. We
show SourceFabric meets key security requirements of
completeness and soundness, agility and freshness, and
verifiability and auditability.

Our implementation of SourceFabric in the open
source gittuf repository security system was developed in
collaboration with industry stakeholders, and is now part
of a pilot at Bloomberg. It introduces minimal storage
overhead (an increase of 0.15% in the worst case scenario
we tested) and adds similarly acceptable runtime overhead
to gittuf’s verification workflow.
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